
 

1 
 

 
 
 

Title: Comparative report on SWIFT data in the EU27 
Authors: Markus Meinzer1, Moran Harari, Florencia Lorenzo, Andres Knobel 

Assistants: Daniel Coll Sol, Jacqueline Engel 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

 
1 In case you have any doubts or suggestions, please email markus@txjustice.net. 

Electronic copy available at: https://ssrn.com/abstract=4346192

mailto:markus@txjustice.net


 

2 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

  

Electronic copy available at: https://ssrn.com/abstract=4346192



 

3 
 

Abstract 
This report provides an overview of the SWIFT data format and the pertinent Regulation 
(EU) 2015/847, known as the EU Wire Transfer Regulation (WTR), governing the use of 
SWIFT messages by EU financial institutions. It analyses relevant loopholes in the EU Wire 
Transfer Regulation and points out relevant shortcomings in the SWIFT message formats. 
Revisiting the prevalence and potential of SWIFT data for law enforcement investigations in 
the area of financial crime, it suggests changes to the SWIFT format in order to make the 
data more meaningful for preventing and countering illicit money flows (IMFs). Research for 
this paper received funding from the European Union’s Horizon 2020 Research and 
Innovation Programme under Grant Agreement No. 101022004 (https://trace-illicit-money-
flows.eu). 
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Executive summary 
 
This report analyses the potential, shortcomings, reform options, and prevalence of use 
among European law enforcement agencies (LEAs), of the SWIFT message formats in 
countering illicit money flows (IMFs). Its main contributions are fourfold. First, it provides an 
empirical overview of the extent to which SWIFT data is used by EU LEAs for countering IMFs. 
Second, it analyses the SWIFT message formats as well as, third, the applicable EU rules on 
wire transfers, namely Regulation (EU) 2015/847 (the Wire Transfer Regulation (WTR)) 
(European Parliament & Council of the European Union, 2015), which indirectly sets 
parameters for SWIFT message formats. Fourth, it provides recommendations for red-
flagging in uses of current SWIFT data for financial investigations, and recommendations for 
reforming the SWIFT message formats, including by means of soft law instruments and 
successor formats.  
 
Survey responses suggest that SWIFT data is currently not, or very seldom, directly used by 
LEAs and Financial Intelligence Units (FIUs) in the EU. However, the limited number of 
responses imply a cautious conclusion on the reach of the findings: valid responses from nine 
respondents in six countries. While most respondents answered that they would find access 
to SWIFT data useful for both preventive analytics and investigations, there are currently 
obstacles for transaction level analysis of bank transfers. These include low quality of the 
data, data compatibility, the need for technical expertise to analyse the data, and the 
incompleteness of data (i.e. no knowledge about the start or end points of a transaction). This 
low level of engagement with SWIFT data is surprising in the light of Financial Action Task 
Force (FATF) Recommendation 16 (the “travel rule”), which foresees the accessibility of wire 
transfer messages to law enforcement, and recommends that certain minimum information 
about the identities of payers and payees must be included in those wire transfer messages.  
 
The EU incorporated the FATF travel rule into EU law by means of the WTR. As a basic finding, 
the inclusion of beneficial ownership information on payers or payees is neither required 
under FATF recommendations, nor under EU WTR. As for the inclusion of other basic 
information on the payers and payees, in the case of intra-EU transfers, the EU stops short of 
fully implementing the FATF travel rule. At the moment, only the account numbers of both 
payers and payees are required. However, the FATF travel rule requires inclusion of a name 
both for payer and payee, and the inclusion of additional identifiers, such as the address or 
birthdate and -place in the case of the payer. The lack of mandatory inclusion of unambiguous 
and constant identifiers for individuals (such as birthdate and -place) and legal entities (like 
the Legal Entity Identifier (LEI)) in many payment scenarios is an important weakness of both 
the FATF travel rule and the WTR. Furthermore, the travel rule as applicable in the EU allows 
EU banks to apply a risk-based approach when deciding to credit a customer account in case 
of failed verification of customer (payee) information of incoming payments. 
 
Compared with the already “flexible” and rather weak FATF and EU regulations, the SWIFT 
messaging format by itself is even weaker or even more “flexible”. The lack of a consistent, 
uniform and mandatory data structure with hard-wired, coded, and mandatory information 
to be included about both the ordering and the beneficiary customers is a key shortcoming 
of the SWIFT messaging format, and hinders efforts by LEAs to detect, address and prevent 
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IMFs. As for the beneficiaries of payments, SWIFT allows payments for a bank customer about 
whom neither its account number nor its name needs to be included in the message – for 
example, instead of a name, the Bank Identifier Code (BIC) of the beneficiary can be included. 
As for the ordering customers or payers or senders of money, the inclusion of neither the 
account number nor of the name is mandatory. However, while the current format is flawed, 
direct access to even this incomplete data is likely to facilitate more successful investigations 
of financial crimes by revealing networks and connections otherwise invisible.  
 
From 2025 onwards, a new successor standard and system, ISO 20022, will replace SWIFT 
financial messaging. While this standard appears to be more structured, a more detailed 
analysis should be undertaken with a view to comparing both standards and identifying if 
some or all of the most challenging shortcomings of SWIFT messaging formats are fully 
remedied. 
 
As for the potential of SWIFT data for supporting criminal investigations and advanced data 
analytics, the data included in SWIFT messages could be used for high level red-flagging of 
risks in big datasets, by applying basic checks on the sender and receiver financial institutions, 
the ordering and beneficiary customers, and the value and frequency of transactions. The 
geographic risk of transactions could be analysed by taking into account the country of the 
sender and receiver financial institution, of correspondent banks and of the country of the 
ordering and beneficiary customers. These geographic risks could be combined to produce a 
ranking of the riskiest transactions and stakeholders by weighted secrecy risk. Finally, the 
most sophisticated checks could comprise interconnections with beneficial owner registers 
to identify beneficial ownership of the customers, and the timing, pattern, amounts and 
frequency of transactions. 
 
On wire transfer policy and regulations, and the financial message data format, the following 
recommendations are made:  
 
1. FATF and EU: Require the mandatory inclusion of beneficial ownership data in transaction 

records for both the ordering and beneficiary customers.  
2. FATF and EU: Prevent the execution of any wire transfers if the identification and 

verification of the bank’s customers and their beneficial owners has not been fully 
completed yet. 

3. EU: Remove any exceptions to and ambiguity about the necessity of including multiple 
identifiers on payers and payees, and require as a bare minimum to always include their 
full name(s), date and place of birth (in case of a natural person), or a valid and updated 
legal entity identifier (in case of a legal vehicle). 

4. SWIFT should hard code basic data requirements on the ordering and beneficiary 
customers into their message standards.  

5. SWIFT should ensure that its messages and future successor formats only allow structured 
data in message fields. 

6. SWIFT should develop and monitor a data validation standard by all banks using SWIFT.  
7. Centralise data on all transactions in a jurisdiction through a domestic institution. 
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List of acronyms/abbreviations 
Abbreviation Explanation 

AML Anti-Money Laundering 
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CIPS Cross-Border Interbank Payment System (Chinese payment system) 

CHIPS US Clearing House Interbank Payment System 
FATCA US Foreign Account Tax Compliance Act 

FIUs Financial Intelligence Units  

ILEANET Innovation by Law Enforcements Agencies Networking 
IMFs Illicit Money Flows 

IV1, IV2 etc. Interviewee 1, Interviewee 2 etc. (detailed in Annex A) 
LEAs Law Enforcement Agencies 

LEI Legal Entity Identifier 
RMB Renminbi (official currency of the People's Republic of China) 

SEPA  Single Euro Payments Area 

SPFS System for Transfer of Financial Messages (Russian payment system) 

SWIFT Society for Worldwide Interbank Financial Telecommunication 

UNODC United Nations Office on Drugs and Crime 
WTR Wire Transfer Regulation 

Glossary of terms 
Term Explanation 

“Payee”; 
“Beneficiary”; 
“Beneficiary 
customer” 

Used synonymously within this report to describe the natural person or 
legal vehicle who is in ultimate receipt of monies within a financial 
transaction. 

“Payer”;  
“Originator”; 
“Ordering 
customer” 

Used synonymously within this report to describe the natural person or 
legal vehicle who is the sender of monies within a financial transaction. 

“Legal Vehicle” Includes both a legal entity (eg a company or partnership) and a legal 
arrangement (eg trust). 

“Natural 
Person” 

A living human being of flesh and blood 

ISO 20022 The ISO 20022 messaging format aims to create a global, open standard 
for payments worldwide, with a common language and higher quality 
data, so that message sets will be defined according to an internationally 
agreed approach. SWIFT will start migration to the ISO 20022 standard 
from November 2022. 

ISO codes ISO country codes are internationally recognised codes for every country 
and most of the dependent areas. 

MT103; 
MT103 STP 

Variations of the standardised SWIFT payment messages used within the 
SWIFT messaging system. 
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SWIFT SWIFT is a Belgian cooperative considered the world’s leading provider of 
secure financial messaging services related to the execution of financial 
transactions and payments between banks worldwide. It is a component 
of the global payments system. 

1. Introduction  
 

1.1. Background  

The relevance of SWIFT (Society for Worldwide Interbank Financial Telecommunication) has 
been exemplified recently in the wake of the Russian invasion of Ukraine, when expelling 
Russian banks from the SWIFT payment messaging network featured among the sanctions 
imposed by the EU, US and the UK. Similarly, in the enforcement of freezing orders against 
individuals, legal entities or banks as part of financial sanctions, the SWIFT messaging system 
is an important avenue both for enabling and for preventing the flight of sanctioned money.  
 
According to a 2011 report from the UN Office on Drugs and Crime (UNODC), less than 1 per 
cent of the proceeds from criminal activity (drug trafficking and other transnational organised 
crime) that are laundered via the financial system are detected (UNODC, 2011). To improve 
the detection and prevention of money laundering, many countries have improved the 
customer due diligence requirements for obliged entities (e.g. financial institutions and 
designated non-financial professionals such as lawyers, corporate service providers, notaries, 
etc.). Countries have also increased the transparency around legal vehicles, prohibiting or 
regulating nominees and bearer shares as well as setting up beneficial ownership registries 
(Harari et al., 2020).  
 
While preventing secretive legal vehicles and improving checks on customers is a positive 
step, the fight against money laundering ultimately requires law enforcement agencies to 
“follow the money” to detect laundering schemes as well as to find where the money ended 
up for asset recovery purposes.  
 
As a first step to follow the money, since around 2016, more than 100 countries have been 
engaging in automatic exchange of bank account information. However, in most cases, 
financial account information exchanged based on the US Foreign Account Tax Compliance 
Act (FATCA) or the OECD’s Common Reporting Standard (CRS) can only be used for tax 
purposes but not for addressing other financial crimes such as money laundering, or 
corruption (Knobel & Meinzer, 2014). Moreover, the automatic exchange of information only 
covers data on annual income and account balance. Even if these data points were accessible 
to Financial Intelligence Units (FIUs), they may turn out to be of little use because they can 
easily be manipulated. For instance, it is possible not to have any income by holding savings 
accounts which do not generate interest. In addition, it is possible to pretend to have a zero 
account balance on 31st December by withdrawing or transferring the account balance by 
30th December and reinstating it on 1st January. 
 
The response to all these challenges may be in accessing and analysing data on all financial 
transfers. Analysing all transactions may disclose circumvention schemes (e.g. withdrawing 
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money that is re-deposited two days later) as well as finding interactions with other parties. 
These relationships to others may reveal a money laundering scheme (e.g. if a known money 
launderer is party to the transactions) or at least identify other complicit or involved parties. 
An analysis of transactions could also raise red-flags if they do not make economic or 
commercial sense, such as shifting $1 million to different accounts only to be returned to the 
original account within the same day. 
 
Most authorities already have access to financial account information as well as to corporate 
registries and other data when they are investigating an individual or entity. This information 
may lead to other hints that ultimately reveal the responsible persons, and assist with asset 
recovery. However, if the UNODC figures are still applicable, access to financial records would 
only help solve, at best, the “less than 1 per cent” of cases that are detected in the first place. 
The million-dollar question would be how to use financial data not just to trace the money of 
suspected or accused persons, but to identify red flags regarding unusual transactions before 
a suspicion about any natural person had even arisen and no natural person was targeted.  
 
In order to run these analytics on financial transactions, it is first necessary to get access to 
and centralise all the data on financial transactions. Depending on the country, their 
infrastructure and data protection rules, access and even processing or analysing financial 
transaction data may be a challenge in and of itself. Given that money laundering schemes 
usually (if not always) involve cross-border transactions, information on international bank 
transfers becomes indispensable.  
 
As proposed by the Tax Justice Network’s 2019 report, “Data on bank transfers: 
Complementing automatic exchange of information and detecting illicit financial flows in real 
time” (Knobel, 2019), SWIFT information may offer a first step to allow competent authorities 
to proactively detect money laundering schemes before even a suspicious transaction report 
is filed by a financial institution. SWIFT offers a messaging standard and a network of more 
than 11,000 institutions in more than 200 countries and territories that enables financial 
institutions worldwide to send and receive information about financial transactions in a 
secure, standardised and reliable environment (SWIFT, n.d.-b). 
 
Since the 1990s, the anti-money laundering coalition FATF has sought access to SWIFT data, 
yet it failed because of the resistance of SWIFT (Farrell & Newman, 2019, pp. 65–66). To date, 
authorities around the globe have gained some access or leverage over SWIFT and its 
messaging network. SWIFT data has been used by the US since the terrorist attacks of 
September 11th, 2001 to improve the fight against terrorism. The US initiated the Terrorist 
Finance Tracking Program (TFTP) which allows it to use, in very limited circumstances, SWIFT 
information to map out terrorist networks in order to identify and locate terrorists and their 
financiers (Terrorist Finance Tracking Program, n.d.). As a result of the 2022 invasion of 
Ukraine by Russia, the US, EU and UK decided to expel some Russian banks from the SWIFT 
network (Hotten, 2022) in order to enforce economic sanctions (by disrupting the payments 
and financial transactions of Russia).  
 
Information on SWIFT messages has also been used by researchers such as Andres Arauz to 
estimate and identify the destinations of capital fleeing Ecuador (Arauz, 2020), and in the 
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Center for Global Development Working Paper, “The Impact of Anti-Money Laundering 
Regulation on Payment Flows: Evidence from SWIFT Data” (Collin et al., 2016). 
 
The case for centralised access to information on global bank transfers (as should be available 
with SWIFT) is exemplified by the money laundering investigation on the Moldovan 
Laundromat. As a result of an analysis of SWIFT messages and hundreds of bank statements, 
Kroll illustrated in the Project Tenor II Summary Report (Kroll, 2017) the level of complexity 
of global money laundering schemes which could easily be overlooked by the compliance 
officers of one single bank or even by authorities of just one country.  
 
Figure 1: Overview of core money laundering mechanisms in Latvia 

 
Source: Kroll, “Project Tenor II. Summary Report”, December 2017, page 47. 

 
Thus, SWIFT data is a potentially powerful source of information for financial investigations 
and supervision in two different user scenarios. First, typically LEAs may access batches of 
SWIFT transactions in specific cases of financial institutions or legal vehicles they investigate 
after a concrete suspicion has arisen. They will need to integrate these datasets into their 
investigative dashboards to trace transactions. Second, broad access on SWIFT data, possibly 
via FIUs or supervisory bodies of anti-money laundering efforts in the financial sector, would 
allow advanced analytics to enable both red-flagging of suspicious transaction patterns for 
further investigation and novel macro risk analyses to guide policy analyses.  
 

1.2. Objectives 

 
This report has three interrelated objectives. First, to ascertain the availability and 
accessibility of SWIFT bank transfer communication messages for tracing IMFs in the EU27. 
Second, to evaluate the suitability of the message formats for investigating IMFs and for 

Electronic copy available at: https://ssrn.com/abstract=4346192



 

12 
 

enabling advanced analytics for detecting IMFs. Third, we propose how to use SWIFT data in 
advanced analytics and recommend changes to enhance the SWIFT message format for better 
countering IMFs. 
 

1.3. Structure of the report 

 
The report revisits the methodological approach in chapter two, before introducing an 
overview of the landscape of banking messaging data regulations and practice in the EU in 
chapter three. Chapter four describes the SWIFT data format in greater detail, including any 
problematic features and recommendations for red-flagging, and provides an overview of 
other bank messaging systems operating around the globe and in the future. Chapter five 
concludes with recommendations. 
 

1.4. Scope and limitations 

 
The use of SWIFT data by LEAs and FIUs was surveyed in a number of European Union 
Member States. We were not able to reach all these agencies in all EU Member States, and 
we obtained valid responses from nine respondents in 6 countries. While the responses 
suggest that SWIFT data is currently not directly used for criminal investigations nor for 
advanced analytics, the limited number of responses implies a cautious conclusion on the 
reach of the findings. Based on the responses, we cannot rule out that in some countries and 
in some LEAs or FIUs, perhaps those with the most advanced analytical skills, SWIFT data is 
used more comprehensively in either investigations or for advanced analytics. This is less 
likely, however, given the obstacles EU data protection laws and court decisions pose. 
 
We analysed in some depth the mandatory fields of the SWIFT message formats MT103 and 
MT103 STP in their syntax structure version valid from November 2022 (published in July 2022 
(SWIFT, 2022a)).  
 
We did not analyse earlier releases of these message formats, nor did we analyse other 
message formats by SWIFT. Furthermore, we focused on the mandatory fields in these 
message formats. We could not access, nor analyse, alternative message formats by other 
countries/organisations due to a lack of publicly accessible information.  
 
We analysed those sections pertaining to the FATF travel rule  in the 2015 WTR and in the 
2021 EU Commission Proposal to recast that regulation (European Commission, 2021b) as 
part of the EU AML Package (European Commission, n.d.). The ISO 20022 standard has not 
been exhaustively analysed. Single Euro Payments Area (SEPA) messages have not been 
analysed either (the message format available for Euro-transactions in Euro-currency 
countries). 
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2. Methodology 
This report follows an exploratory research strategy and employs mixed methods, with both 
qualitative and descriptive quantitative elements. In the quantitative part, the survey 
responses from a questionnaire to EU LEAs are presented using descriptive statistics. The 
qualitative part analysed primary legal sources (EU regulation), international soft law (FATF 
recommendations) and technical standards (SWIFT message format and associated rules). In 
some of these cases, a comparative policy analysis approach has been employed (comparing 
certain SWIFT message format fields to one another). Some unstructured follow-up expert 
interviews were carried out, in order to understand the internal perspectives of SWIFT 
message users and to address technical questions. The chapters on the survey (Section 3.2) 
contains further methodological details. 

3. Bank messaging data use by EU law enforcement 
authorities 

A key obstacle for LEAs investigating IMFs is the absence of information on the beneficial 
owners at the beginning and/or end points of a financial flow. Even after a concrete suspicion 
arises, law enforcement agents often face difficulties in their efforts to investigate and collect 
suitable evidence in cases where cross-border money flows begin or end in certain high 
secrecy jurisdictions. The same problems arise in the context of financial sanctions.  

If the information on the beneficial owners is not carried by the payment messages of cross-
border transfers, law enforcement agents often need to resort to contacting their foreign 
counterparts to determine the beneficial owners of senders (inflows) or receivers (outflows) 
of financial flows. Domestic financial institutions may not possess this data and claim that it 
is not their responsibility to collect beneficial ownership data of the payers or payees of their 
clients.  

On the other hand, the responsibility for collecting and keeping information on beneficial 
ownership of payment account holders arises from the customer due diligence undertaken 
by financial institutions in the context of national and regional anti-money laundering 
legislation (implementing, among others, FATF recommendations) and from tax related 
requirements (CRS, FATCA) in cross-border situations. 

However, precisely this information held by foreign counterparts is often the vital missing 
piece of evidence for concluding and proofing a case. Yet, the process to collect that 
information from foreign counterparts often results in substantial delays, between the point 
in time of requesting the information until its fully satisfactory answer. These delays often 
render investigations futile. 

These difficulties in obtaining suitable information of beneficial owners of financial transfers 
from foreign counterparts may lead to biased case selections by stopping short of 
investigating cases that involve transfers into or from certain foreign jurisdictions because of 
the anticipated delay or failure of responses. Without beneficial ownership information, 
sanctions cannot be effectively enforced at the level of financial transfers, allowing 
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sanctioned individuals to continue routing their finances through SWIFT payment circuits 
whilst shopping for safe harbours in non-sanctioning, high secrecy jurisdictions or with 
complicit banks. 

Thus, if payment messages were required by default to include beneficial ownership 
information on both senders and receivers, investigations could advance more quickly and 
their efficiency would be greatly enhanced. Likewise, financial sanctions could be 
implemented much more effectively if financial transfer messages always carried beneficial 
ownership information. 

To partially address at least the problem of wholly anonymous transfers in relation to money 
laundering and terrorist financing risks, FATF introduced the travel rule  in 2012 (Financial 
Action Task Force, 2012, pp. 17, 70–74). This stipulates that at least some information on both 
the originators and beneficiaries of payments has to be carried through the entire payment 
chain. Yet, these requirements do not require beneficial ownership information in financial 
transfers to be included. 
 
The objective of the travel rule is “to ensure that basic information on the originator and 
beneficiary of wire transfers is immediately available:  
 

(a) to appropriate law enforcement and/or prosecutorial authorities to assist them in 
detecting, investigating, and prosecuting terrorists or other criminals, and tracing their 
assets; 
(b) to financial intelligence units for analysing suspicious or unusual activity, and 
disseminating it as necessary, and  
(c) to ordering, intermediary and beneficiary financial institutions to facilitate the 
identification and reporting of suspicious transactions, and to implement the 
requirements to take freezing action […].” ((Financial Action Task Force, 2012, p. 70). 

 
It is important to bear in mind that the rules discussed in this report do not apply to SWIFT 
directly, but instead to the financial institutions handling the wire transfers and payments. 
 

3.1. EU Legal framework: EU Wire Transfer Regulation (WTR) 

 
The European Union introduced the FATF travel rule in 2015 in Regulation (EU) 2015/847 
(European Parliament & Council of the European Union, 2015) – the WTR. Yet the 
requirements contained therein closely follow the FATF recommendations and fall short of 
requiring beneficial ownership information to be included. Only very limited prescriptions are 
made on the payer (originator) and payee (beneficiary).  
 
In 2021, the EU Commission proposed a recast of the 2015 WTR in its Proposal for a 
Regulation of the European Parliament and of The Council on information accompanying 
transfers of funds and certain crypto-assets (European Commission, 2021a). Again, this does 
not require inclusion of beneficial ownership information in wire transfer messages. 
 
The 2021 proposal has not yet been fully and formally adopted as of 8 September 2022. An 
overview of the revision status and process of the regulation, including the draft text and 
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proposed changes is all available online (EUR-Lex, n.d.). The reason for the broader recast of 
the WTR given by the EU Commission is to keep its clarity while widening its application to 
cover crypto or virtual assets by appropriate minimum requirements as is internationally 
embodied in the FATF travel rule. In addition, the LEI has been included as a mandatory piece 
of information on payers and payees for payments originating in the EU to non-EU payment 
service providers, but only if the payer or payee already has an LEI (Art. 4.1.d and 4.2.c).  
 
Table 1 below provides an overview of the relevant mandatory fields and checks in force and 
foreseen in the draft proposal for the recast of the regulation (both are almost entirely 
identical in substance).2  

The main loopholes and problems identified in the regulation are fivefold. 

First, as mentioned above, beneficial ownership information is not required. The definition of 
both the payer and payee only refers to a person (Art. 3), allowing legal entities, legal 
structures or nominees to be named as payers and payees. The inclusion of the beneficial 
owner is never required as part of the wire transfer regulation.  

Second, as regards intra-EU transfers, the EU stops short of fully implementing the FATF travel 
rule, as it dispenses with the mandatory inclusion of a name both for payer and payee, and it 
falls short of always requiring the inclusion of additional information, such as the address or 
birthdate and -place (or other personal identification number) in the case of the payer. For 
intra-EU transfers, only the account numbers of both payers and payees are required. The 
remaining information needs only to be provided upon request within 3 working days. This 
problem applies to both sending and receiving EU banks (Art 5.1, 5.2, 7.1, 7.2.a).  

Third, prior to transactions, the WTR (and the FATF travel rule) only requires the sending bank 
to undertake some verification of the information on the payer, but none on the payee. Thus, 
any potentially sanction busting or money laundering transfers out of a bank based in an EU 
Member State could be undertaken without leaving any usable information in the EU on the 
recipient of the transfer, for example by using fantasy names (e.g. “Mickey Mouse”) as the 
recipient. Technically, the data is complete (Mickey Mouse is a name), and the fields are 
populated, even though it is evident that it is inaccurate. Banks may, of course, apply 
additional checks, but the WTR does not require them.  
 
The same lack of verification requirement applies to the opposite payment: an EU based bank 
receiving a transfer from either within or outside the EU is only required to verify the 
information on the payee, but not on the payer. Thus, the WTR (and FATF rules) would seem 
to condone situations in which a European bank processes straight through a payment coming 
from “Mickey Mouse” abroad to a client holding a bank account with an EU bank. 

 
2 The 2021 recast dispenses with the word “and” (p.28) which had clarified in the previous version of the 
regulation that all of the identifying attributes needed to be included, and that it does not suffice to only use 
one of these three. The missing word "and" in 7.2 in the recast version of the regulation stands in contrast e.g. 
with Art. 6.2 of that same recast, where all identifying criteria a-b are listed separately and connected with 
"and"; and it contrasts also with Art. 5.2.b., where the criteria i-ii are also connected with an "and". Therefore, 
the removal of the word "and" in Art. 4.1 and 4.2 in the recast implies the insertion of an ambiguity, in that it is 
not entirely clear if the listing dispensing with an "and" results in the meaning of a necessary inclusion of all 
three criteria, or of either. 
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Fourth, regarding the information on the payee, the WTR minimum requirements (in line with 
the FATF travel rule) for transfers out of the EU only require the name and the bank account 
number (or a unique transaction number) of the recipient, leaving out any other critical 
unique identifiers such as birthdate and -place, address, etc. This will make it often impossible 
or difficult for EU based LEAs to advance investigations by following the money in cases where 
names of recipients are used that are widespread and do not result in unambiguous 
identification of persons. To use the bank account number and the name for further 
investigations would require a request to a foreign counterpart, with the associated problems 
and delays (described above), making successful investigations far less likely. 
 
Fifth, there is a problematic difference for how banks should respond in case required 
information is a) missing or incomplete and b) possibly inaccurate and unverified, depending 
on whether they send or receive payments (in line with the FATF travel rule). In case of 
sending payments, either to EU or to non-EU countries, banks have to stop and interrupt the 
payment process if data is missing or inaccurate, until the bank has ensured full compliance 
with all information requirements on the payer, including verification of the information. 
However, in case of incoming payments, either from other EU or from non-EU jurisdictions, 
the bank can still proceed to credit recipients’ accounts despite missing or incomplete payer 
or payee information, and even if the verification of the payee information has not been 
completed successfully (i.e. some information may be inaccurate), on a risk-sensitive basis. 
For example, if an EU-based bank has opened a new bank account for a new customer but 
has not been able to fully complete the verification of the beneficial owners (for which the 
bank is required at least under FATF Recommendation 10 to only take “reasonable 
measures”), huge sums could be credited to that account even if information on the payee 
was missing or incomplete, and even if beneficial ownership of that bank account has not 
been fully verified, as long as the bank does not deem the transaction or client to be high risk. 
 
The application of a risk-based approach on how to treat missing data or even false data in 
case of incoming payments appears to be an important loophole that leaves the bank to 
decide and allow paying through of sums even if tracing the financial flows at a later date 
would be hampered or impossible because of missing and incomplete data on the payer 
and/or payee, or inaccurate data on the payee in the first place. If missing data on the payer 
and/or payee or false data on the recipient are tolerated by the bank, and the recipient’s 
account is credited without further action because the bank deems it to be low risk, it could 
be easy for a money launderer to use the received money for cash withdrawals, real estate 
purchases or other payments (e.g. online gambling (CIN Consult, 2021)), possibly without 
incurring further AML checks on the origin of the funds. This may leave EU law enforcement 
agents without any meaningful data on the origin nor destination of the financial flow passing 
through the EU financial system. This lack of a stringent and risk independent requirement to 
insist on complete information (and accurate information regarding the payee) for incoming 
payments is curious especially in contrast with the requirement to stop any payments going 
out if any of the payer or payee data is missing or incomplete (or unverified in case of the 
payer). 
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Table 1: Overview of selected features of the EU wire transfer regulation (both of 2015 and 2021 proposal) 

  Obligation on sending PSP (Art. 4-6) Obligation on receiving PSP (Art. 7-9) Obligation on intermediary PSP (Art. 10-13) 

EU-->EU EU --> NON-EU EU-->EU NON-EU --> EU EU-->EU NON-EU --> EU 
EU --> NON-EU 

Payer Art. 5.1 
Payment account 
number (or unique 
transaction identifier if 
no account involved); 
and: 
Art. 5.2 
Upon request by PSP of 
payee or IPSP if above 
1000€: provision of info 
as per columns C/D (Art. 
4) within 3 working 
days; if up to 1000€, 
name and payment 
account number (or 
unique transaction 
identifier if no account 
involved).  

Art. 4.1 
a) name; and 
b) payment account 
number (or unique 
transaction identifier if 
no account involved; 
Art. 4.3); and  
c) address, personal ID, 
customer ID, or date 
and place of birth; and  
d) Legal entity 
identifier of payer, only 
if necessary field exists 
in message format, and 
if provided by payer to 
PSP. 

Art. 7.1 
Detection if fields 
populated with 
admissible 
characters or 
inputs. 
Art. 7.2.a 
Detection during or 
after transfer if 
information is 
missing on payer 
(i.e. payment 
account number or 
unique transaction 
identifier if no 
account involved, 
per Art. 5.1).  

Art. 7.1 
Detection if fields 
populated with 
admissible characters 
or inputs. 
Art. 7.2.b 
Detection during or 
after transfer if 
information is missing 
on payer (as per Art. 
4.1 a, b and c).  
 
Verification of this data 
required before 
crediting the account 
of payee mainly if 
transfers exceed 1000€ 
(see below). 

Art. 10 
IPSP ensure all 
information on payer 
and payee of a 
transfer is retained 
with the transfer. 
Art. 11.1 
Detection if fields 
populated with 
admissible characters 
or inputs. 
Art. 11.2.a 
Detection during or 
after transfer if 
information is missing 
on payer (i.e. 
payment account 
number or unique 
transaction identifier 
if no account 
involved, per Art. 
5.1).  

Art. 10 
IPSP ensure all 
information on payer and 
payee of a transfer is 
retained with the 
transfer. 
Art. 11.1 
Detection if fields 
populated with 
admissible characters or 
inputs. 
Art. 11.2.b 
Detection during or after 
transfer if information is 
missing on payer or payee 
(as per Art. 4.1 a, b and c, 
and 4.2 a and b).  

Payee Art. 5.1 
Payment account 
number  (or unique 
transaction identifier if 
no account involved); 
and: 
Art. 5.2 
Upon request by PSP of 
payee or IPSP if above 

Art. 4.2 
a) name; and  
b) payment account 
number (or unique 
transaction identifier if 
no account involved; 
Art. 4.3); and  
c) Legal entity identifier 
of payee, only if 

Art. 7.1 
Detection if fields 
populated with 
admissible 
characters or 
inputs. 
Art. 7.2.a 
Detection during or 
after transfer if 

Art. 7.1 
Detection if fields 
populated with 
admissible characters 
or inputs. 
Art. 7.2.b 
Detection during or 
after transfer if 
information is missing 
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  Obligation on sending PSP (Art. 4-6) Obligation on receiving PSP (Art. 7-9) Obligation on intermediary PSP (Art. 10-13) 

EU-->EU EU --> NON-EU EU-->EU NON-EU --> EU EU-->EU NON-EU --> EU 
EU --> NON-EU 

1000€: provision of info 
as per columns C/D (Art. 
4) within 3 working 
days; if up to 1000€, 
name and payment 
account number (or 
unique transaction 
identifier if no account 
involved). 

necessary field exists in 
message format, and if 
provided by payer to 
PSP. 

information is 
missing on payer 
(i.e. payment 
account number or 
unique transaction 
identifier if no 
account involved, 
per Art. 5.1).  

on payee (as per Art. 
4.2 a and b).  
 
Verification of this data 
required before 
crediting the account 
of payee mainly if 
transfers exceed 1000€ 
(see below). 

Verification Only verification of 
payer data mandatory 
(Art 4.4), but not of 
payee data; and on 
payer data only if above 
1000€, except if 
cash/anonymous 
electronic money or in 
case of suspicions (Art. 
5.3). 
 
Verification standard 
includes broad 
definitions of all trust 
parties as BOs and in 
addition recording of all 
beneficiaries of life 
insurances and 
discretionary trusts and 
foundations (see 
standard defined in Art. 
4.5), and record keeping 
obligation for 5 years 

Only verification of 
payer data mandatory 
(Art 4.4), but not of 
payee data. 

Art. 7.3 
Mandatory verification of data on payees only 
in case of transfers exceeding 1000€, but not 
on payers at all. 
Art. 7.4 
In case of transfers below 1000€, verification 
only in case of cash pay-outs or anonymous 
electronic money or in case of suspicions. 
 
Verification standard includes broad 
definitions of all trust parties as BOs and in 
addition recording of all beneficiaries of life 
insurances and discretionary trusts and 
foundations (see standard defined in Art. 7.5), 
and record keeping obligation for 5 years after 
end of business relationship. 

No verification 
needed. 

No verification needed. 
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  Obligation on sending PSP (Art. 4-6) Obligation on receiving PSP (Art. 7-9) Obligation on intermediary PSP (Art. 10-13) 

EU-->EU EU --> NON-EU EU-->EU NON-EU --> EU EU-->EU NON-EU --> EU 
EU --> NON-EU 

after end of business 
relationship. 

Checks and 
consequence
s 

No transfer without 
prior full compliance 
with requirements, 
including verification of 
payer data (Art. 4.6) 

No transfer without 
prior full compliance 
with requirements, 
including verification of 
payer data (Art. 4.6) 

Art. 8.1  
Risk-based procedures to determine whether 
to execute, reject or suspend a transfer of 
funds lacking required complete payer and 
payee information (excluding verification of 
payee data). Even if PSP of payee is aware of 
missing or inaccurate info, rejection of transfer 
or further intelligence gathering before 
crediting the payee's account only required on 
a risk-sensitive basis.  
Art. 8.2  
Repeated failure to provide required 
information on payer or payee needs by a non-
EU PSP has to be reported to AML supervisory 
bodies. 
Art. 9 
Missing or incomplete information on payer or 
payee has to be considered when deciding on 
reporting a suspicious transaction to the FIU. 

Art. 12.1  
Risk-based procedures to determine whether to 
execute, reject or suspend a transfer of funds 
lacking required complete payer and payee 
information (excluding verification of both payer 
and payee data). Even if PSP of payee is aware of 
missing or inaccurate info, rejection of transfer or 
further intelligence gathering before crediting the 
payee's account only required on a risk-sensitive 
basis. 
Art. 12.2  
Repeated failure to provide required information 
on payer or payee needs by a non-EU PSP has to be 
reported to AML supervisory bodies. 
Art. 13 
Missing or incomplete information on payer or 
payee has to be considered when deciding on 
reporting a suspicious transaction to the FIU. 
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  Obligation on sending PSP (Art. 4-6) Obligation on receiving PSP (Art. 7-9) Obligation on intermediary PSP (Art. 10-13) 

EU-->EU EU --> NON-EU EU-->EU NON-EU --> EU EU-->EU NON-EU --> EU 
EU --> NON-EU 

Exemptions 
(selection of 
relevant 
ones) 

Exemption at discretion 
of MS for domestic 
(within MS) payments of 
goods/services if: a) PSP 
is subject to EU AML 
rules; and b) if PSP 
collects unique 
transaction identifiers 
for tracing back transfer 
to the purchaser of 
goods/services; and c) 
amount maximum 
1000€ (Art 2.5). 

Art. 6.1: 
In case of a batch file 
transfer (=bundle of 
individual transfers by 
a single payer) to PSP 
outside the EU, the 
individual transfers 
don't need to carry the 
payer details (of Art. 
4.1) as long as that 
detail is contained in 
the batch file, and as 
long as individual 
transfers carry the 
payment account 
number of payer (or 
unique transaction 
identifier in case no 
account is involved). 
Art. 6.2: 
For transfers up to 
1000€, PSPs have to 
include only names of 
payer and payee and 
payment account 
numbers of both (or 
unique transaction 
number in case no 
account is involved). 
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3.2. Survey  

 
To learn about and understand the use of bulk wire transfer information and banking data by 
competent authorities, a survey was sent to more than 15 authorities in the EU to obtain their 
feedback on the following issues: 
 

(i) the messaging systems or standards (e.g. SWIFT MT1033) used for different payment 
transactions;  

(ii) the extent to which transaction information was available in a bulk format to 
authorities; 

(iii) authorities’ experience and interest in using this data for preventing or prosecuting 
money laundering;  

(iv) proposals to improve the use of banking information to prevent financial crimes. 
 
The survey included both multiple choice questions and open-ended questions, which sought 
to analyse how access to bulk banking data might take place, what information was available, 
how information can be used in practice as well as the challenges on the way information is 
used. 
 
Methodology and limitations 
 
The survey had two parts. The first one (the results of which we analyse below) focused on 
authorities’ access to any type of bulk data on payments that could be used to run advanced 
analytics or assist law enforcement. The second part of the survey dealt with money 
laundering involving investment funds and securities. The latter will not be analysed here, 
given this report focuses mainly on SWIFT payment messaging data. The survey’s list of 
questions is available in the Annex.  
 
The survey was disseminated between 10th of June and 27th of July 2022 among authorities 
participating in the TRACE project, authorities of the Innovation by Law Enforcements 
Agencies Networking (ILEANET) consortium, as well as authorities from the FIUs of various EU 
countries (e.g. Ireland, Latvia, Hungary, Greece, Finland, Denmark, Malta, Slovenia and 
Slovakia). Nine responses were received from 6 countries (given that in some countries more 
than one official responded): Czechia, Malta, Estonia, Finland, Germany and Belgium4. The 
Danish police and the division for Anti-Money Laundering (AML) and counter terrorism 
financing within the Danish Financial Supervisory Authority both responded by email that 
they didn't have access to this type of bulk data (and thus they chose not to fill in the survey).  
 
Overview of the results 
 
The answers indicate that there is still limited to no experience in using bulk transaction data 
to conduct preventive and reactive money laundering investigations. Despite the limited 

 
3 A SWIFT MT103 is a payment message used for cross border/international wire transfers. It is further explained 
in Chapter 4.   
4 Although the nine respondents finished the survey, they did not necessarily responded all of the questions. 
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experience, there was a general interest in the topic. Most authorities answered that access 
to bulk data could be useful for them to conduct their investigative activities.  
 
For starters, the results confirm that the SWIFT messaging system is widely used for transfers 
both outside and within the EU. As Table 2 indicates, SWIFT is primarily employed for transfers 
outside the EU, and within the EU when dealing in currency different from Euro. All of the 
valid answers indicated that SWIFT is used for international bank transfers outside the EU and 
international bank transfers within the EU in currencies different from Euro. In addition, in 
Germany, the authority responded that China’s Cross-Border Interbank Payment System 
(CIPS) and the Russian System for Transfer of Financial Messages (SPFS) might be used in 
particular cases for bank transfers outside of the EU. Further, the majority of the respondents 
(66% of the valid answers) mentioned that SWIFT is used even in the cases of international 
bank transfers within the EU in Euro. 
 
Table 2: Respondents that indicated their country uses SWIFT for the following types of payments 

International bank transfers outside the EU 6 (100%)5 

N = 6 
International bank transfers within the EU in Euro 4 (66%)6 

N = 6 
International bank transfers within the EU in currency different from Euro 5 (100%)7 

N = 5 
Intra-bank or intra-group payments (both national or international, including with EEA 
countries) 

3 (75%)8 

N = 4 
National bank transfers 2 (40%)9 

N = 5 
National and international non-bank transfers (e.g. Hawala system, Western Union) 1 (33%)10 

N = 3 
 
There appears to be very limited access to bulk information on payments to run preventive 
analytics (to detect cases before suspicions against a specific person have arisen). Among the 
nine respondents, only three said they had access to information in bulk for any of the types 
of transactions listed above (and none referred explicitly to SWIFT data). It is important to 
add that there could have been a misunderstanding on the concept of bulk. While the survey 
referred to “bulk data” as information on all transactions regarding all persons to detect red-
flags, some respondents referred to access to “bulk data” about a specific person (i.e. all of 
the bank transactions of a specific investigated person), most likely already under 
investigation. 
 

 
5 Estonia also uses MT101, MT103, MT202, and Germany MT101, MT202, MT103 - [RTN, CIPS, SPFS in single 
cases - not common standard]. 
6 Czechia uses SEPA, and beyond SWIFT, Estonia uses MT101, MT103, MT202, SEPA SCT/SCT (pacs.008) and 
Germany MT101, MT202, MT103. 
7 Estonia also uses MT101, MT103, MT202, and Germany also uses MT101, MT103, MT202. 
8 Estonia also uses MT101, MT103, MT202, SEPA SCT/SCT (pacs.008), and Germany uses MT103, MT202. 
9 Czechia uses CERTIS, and Germany MT103, MT202. 
10 Czechia uses Western Union and “all legal systems WU, Moneygram, Fintech companies, ...(hawala is not 
legal)” 
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Despite the limited experience in using bulk data on bank transfers or payments for their 
investigations, Figure 2 shows most respondents saying that they either already use bulk data 
or would be interested in using it. 
 
Figure 2: Do you use bulk data (or in case you don't have access - would you be interested in using bulk data) on bank transfers 
or payments for your investigations? 

 
 
Among authorities that did conduct investigations using bulk data, some of the main concerns 
referred to the quality of data, data compatibility, the need for technical expertise to analyse 
the data, and the incompleteness of data (i.e. no knowledge about the start or end points of 
a transaction). 
 
With regard to the types of uses, as Figure 3 indicates, among those that expressed interest 
in using bulk data, most respondents mentioned that they use (or would be interested in 
using) this data both for preventive purposes (running analytics to find red-flags) as well as 
for complementing an ongoing investigation on a person (reactive approach).  
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Figure 3: Do you use (or if you don't have access- would you be interested in using) bulk data on bank transfers or payments 
reactively (e.g. you are investigating John and you ask for all transactions involving John) or preventively (e.g. run statistics 
on bulk information to detect outliers before any suspicions had arisen)? 

 
 
 
Lastly, as Figure 4 indicates, respondents showed wide support for implementing new 
measures to improve their work on anti-money laundering. By order of most support to 
lowest support, these new measures include: improving Suspicious Transaction Reports 
(100%, eight answers), followed by requiring banks to improve their AML checks (100%, seven 
answers), collecting information of transactions at the beneficial owner level (100%, seven 
answers), accessing transactions from abroad that involve local parties/branches of financial 
institutions (86%, six answers) as well as accessing information on transactions involving all 
of the countries’ financial institutions in one central place (86%, six answers). 
 

Electronic copy available at: https://ssrn.com/abstract=4346192



 

25 
 

Figure 4: Which new policies do you think would facilitate your work and investigations to detect and prosecute money 
laundering? 

 
 
The key takeaways from the survey results are as follows. Swift is widely used for financial 
messaging for transfers within and outside of the EU. Law enforcement agencies have interest 
in, but limited to no experience in using bulk transaction data to conduct preventive and 
reactive money laundering investigations. Access to financial transaction level data presently 
is possible, if at all, only in narrowly circumscribed cases of specific criminal proceedings 
against suspects. To improve money laundering investigative capacity, the following 
measures are proposed, the three most supported measures are the improvement of 
suspicious transaction reports, requiring banks to improve their AML checks and collecting 
information of transactions at the beneficial owner level. 

4. SWIFT Bank messaging data structure  
SWIFT is a cooperative association under Belgian law (S.W.I.F.T. SCRL) and is owned entirely 
by banks and financial institutions. It only provides the technical infrastructure and messaging 
formats for financial transactions. The use of the SWIFT message formats goes beyond the 
banks that are part of the communication infrastructure network.11  
 
SWIFT messages are used for a wide range of transactions including payments, securities, 
direct debit, intra-bank transfers, etc. In terms of SWIFT messaging standard for payments on 

 
11 https://www.bundesbank.de/en/tasks/payment-systems/oversight/swift-626536; 9.9.2022. 
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behalf of customers (e.g. an individual with a bank account), there are two main relevant 
types: MT103 and MT202 COV.  
 
MT103 is defined in its use as follows:  
 

“It is used to convey a funds transfer instruction in which the ordering customer or 
the beneficiary customer, or both, are non-financial institutions from the perspective 
of the Sender.” (SWIFT, 2022a, p. 169)12 

 
If there is a direct relationship between the sending bank S and the recipient bank R, then an 
MT103 suffices. If there is no relationship between banks S and R, and corresponding banks 
C1 and C2 must be used, then there are two options. On the one hand, “serial” MT103 
messages can be sent. With this option, MT103 messages slightly change every time the next 
corresponding bank sends the message forward. In other words, the MT103 sent from 
sending bank S to corresponding bank C1 is slightly different from the MT103 sent by C1 to 
C2 and slightly different from the MT103 sent from C2 to bank R. The alternative option is to 
send a “cover message”. In this case, two messages are sent in parallel. First, bank S sends an 
MT103 to bank R. Second, bank S sends an MT202 COV to corresponding bank C1, which then 
sends a message to corresponding bank C2, which then sends it to recipient bank R. 
 
According to Collin et al (2016, pp. 8-9), “it seems that the vast majority of customer-to-
customer payments sent via SWIFT are sent using the serial method”. Therefore, this report 
focuses on the MT103 standard and not on MT202 COV. 
 

4.1. SWIFT MT103 and MT103 STP 

 
The SWIFT Message Reference Guide (SWIFT, 2022a) is part of the SWIFT Standards User 
Handbook and provides most of the technical details around MT103 (and other payment 
message formats involving non-bank customers). More generic, but relevant details to 
understand information on the message format MT103 (field structures, notation and 
character restrictions) are contained in the General Information section of the handbook 
(SWIFT, 2022b), or easily accessible online (SWIFT ISO15022 Standard - MT103, n.d.). 
Additional details of the standard can be found in other sections of the handbook online 
(Standards MT, n.d.). 
 
There is one relevant and widely used substandard to the MT103, which is called MT103 STP. 
This message standard is compatible with MT103, but has fewer fields and is more restrictive 
in some areas. An overview of the main differences is available online (SWIFT ISO15022 
Standard - MT103.STP, n.d.). Some relevant differences are discussed further below. 
 

 
12 While this language seems to allow for the ordering or beneficiary customer to be a financial institution, it is 

questionable why that payment scenario should be provided for in those single customer credit transfer 
message types. If the payment type would be clearly only for situations in which both, the ordering and 
beneficiary customer are non-financial institutions, more unambiguous identifiers could be required as 
mandatory as opposed to allowing interbank transfers under option A (see chapter 4.1.3 for details). 
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All SWIFT messages are covered by a standardised message envelope that contains certain 
fields (SWIFT, 2022b, p. 17). In the case of the MT103, that includes the sender, message type, 
receiver and unique end-to-end transaction reference. For more details on the message 
structure, a registration with SWIFT to access the technical service description seems to be 
required (SWIFT, 2022b, p. 17). We were unable to access this information even after 
registration with SWIFT. 
 
Table 3: Message envelope fields for MT10313 

Tag Field name Content / Format  

 Sender 
Presumably:  
BIC: 4!a2!a2!c[3!c] 

 Message Type 
Presumably: 
MT103 

 Receiver 
Presumably: 
BIC: 4!a2!a2!c[3!c] 

 Unique end-to-end Transaction reference  

 
According to the SWIFT Message Reference Guide (SWIFT, 2022a, pp. 169-170), the following 
fields in the MT103 message are either mandatory or optional: 
 
Table 4: Mandatory fields for MT103 

Tag Field name Content / Options 
20 Sender's Reference 16x 
23B Bank Operation Code 4!c 
32A Value Date/Currency/Interbank Settled Amount 6!n3!a15d 
50a Ordering Customer A, F, or K 
59a Beneficiary Customer No letter option, A, or F 
71A Details of Charges 3!a 

 
Table 5: Optional fields for MT103 

Tag Field name Content / Options 
13C Time Indication /8c/4!n1!x4!n 
23E Instruction Code 4!c[/30x] 
26T Transaction Type Code 3!c 
33B Currency/Instructed Amount 3!a15d 
36 Exchange Rate 12d 

51A Sending Institution [/1!a][/34x] 
4!a2!a2!c[3!c] 

52a Ordering Institution A or D 
53a Sender's Correspondent A, B, or D 
54a Receiver's Correspondent A, B, or D 
55a Third Reimbursement Institution A, B, or D 
56a Intermediary Institution A, C, or D 
57a Account With Institution A, B, C, or D 
70 Remittance Information 4*35x 
71F Sender's Charges 3!a15d 
71G Receiver's Charges 3!a15d 
72 Sender to Receiver Information 6*35x 
77B Regulatory Reporting 3*35x 

 
13 Derived from example shown in: (SWIFT, 2022a, p. 209-210) (SWIFT, 2022b, p. 19)  

Electronic copy available at: https://ssrn.com/abstract=4346192



 

28 
 

The SWIFT Message Reference Guide (SWIFT, 2022a) offers the following example of an 
MT103 message: 

 
The validity of a SWIFT message syntax was checked with the tool Swiftflow©14. Other free 
tools (eg. Prowide©15) might be used for the same purpose. 
 
Although the country of the financial institution is not a separate field, it is possible to either 
determine this based on the Bank Identifier Code (BIC) structure or directly using a website. 
For instance, the web-article “Dissecting SWIFT Message Types involved in payments” (Kehrli, 
2019) explains that the BIC code of the sender or receiver is composed of 8 or 11 
alphanumeric characters, suggesting that the fifth and sixth characters correspond to the ISO 
code of the country: 
 

 

 
14 Swiftflow© is a software developed by Alpina Analytics (http://alpina-analytics.com). Free access was granted 
to the Tax Justice Network for the purposes of this study. 
15 Prowide© is an open source software available online (https://www.prowidesoftware.com/).  

Tag Field name Example 
 Sender UBSWCHZH80A 

 Message Type 103 (MT103) 

 Receiver ABNANL2A 

 Unique end-to-end Transaction reference 
121:360f1e65-90e0-44d5-
a49a-92b55eb3025f 

20 Sender's Reference :20:494931/DEV 

23B Bank Operation Code :23B:CRED 

32A Value Date/Currency/Interbank Settled Amount :32A:090828EUR1958,47 

50a Ordering Customer 

:50K:/122267890 BIODATA 
GMBH HOCHSTRASSE, 27 
8022-ZURICH 
SWITZERLAND 

59a Beneficiary Customer 

:59:/502664959 H.F. 
JANSSEN 
LEDEBOERSTRAAT 27 
AMSTERDAM 

71A Details of Charges :71A:SHA 
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Otherwise, for the above example, the website https://banksifsccode.com/ (among many 
others) provides information on the bank, including its country, city and branch details: 

 

4.1.1. Comparison of MT103 and MT103 STP 
 
As mentioned above, MT103 STP is more restrictive in some areas than the broader MT103. 
As regards the key fields 50a and 59a, the field 50a is entirely identical in MT103 and MT103 
STP.  
 
The differences in the beneficiary customer field 59a seem most relevant for the purposes of 
illicit money flows. First, MT103 STP requires in all cases the inclusion of the account number 
(SWIFT, 2022a, p. 322) whereas MT103 does not require the account number16. Second, in 
MT103 STP, for payments where both the sender and receiver financial institutions are having 
BICs with country codes from the following list, the inclusion of the IBAN of the beneficiary 
customer is mandatory, and the validation of the IBAN format is mandatory, too (SWIFT, 
2022a, p. 299): 
 

AD, AT, BE, BG, BV, CH, CY, CZ, DE, DK, EE, ES, FI, FR, GB, GF, GI, GP, GR, HR, HU, IE, IL, 
IS, IT, LI, LT, LU, LV, MC, MQ, MT, NL, NO, PL, PM, PT, RE, RO, SE, SI, SJ, SK, SM, TF, VA 
(SWIFT, 2022a, p. 299). 

 
When these countries are broken down by region, the following classifications can be made: 
 

- EU Countries (all 27 included): AT, BE, BG, CY, CZ, DE, DK, EE, ES[MM1], FI, FR, GR, HR, 
HU, IE,IT,LT, LU, LV, MT, NL,PL, PT,RO, SE, SI,SK, 

- EEA Countries: IS,LI,NO 
- EFTA but no EEA: CH 
- UK and its dependencies: GB, GI 
- Micro states: AD, MC, SM, VA 
- Norway dependencies: SJ: Svalbard and Jan Mayen; BV: Bouvet Island 
- France overseas departments: TF: French southern territories; GF: French Guyana; GP: 

Guadeloupe; MQ: Martinique; PM: Saint Pierre and Miquelon; RE: Reunion 
- Other countries:  IL: Israel 

 

 
16See example 3, in: (SWIFT, 2022a, pp. 202-203) 
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Third, and most importantly, STP requires that either the name or the non-financial institution 
BIC of the beneficiary customer is included in a message.17 BICs are business identifier codes 
that are registered and available online, managed by SWIFT. BICs are available for financial 
and non-financial institutions.18 The MT103 format in contrast only requires that either the 
name or a BIC – including of a financial institution, as long as it is registered online – of the 
beneficiary to be included (SWIFT, 2022a, p. 202). This would in theory allow payments to 
financial institutions without any names of the beneficiaries nor any account number of the 
beneficiary to be included. 
 

4.1.2. Critical assessment of MT103 and MT103 STP 
 
In the absence of beneficial ownership data in SWIFT message formats, the other fields in the 
MT103 format most relevant for tracing IMFs and analysis of criminal networks, are 50a on 
the ordering customer and 59a on the beneficiary customer.  
 
The SWIFT messaging types MT103 (and to lesser extent MT103 STP) offer three options on 
what information to include in a message about the ordering and beneficiary customer (ie, 
the sender and the receiver of a payment). While the types offer in theory the possibility for 
transmitting in a relatively tightly structured format all relevant identifying data about 
customers (birthdates, birthplace, passport numbers, national IDs, etc.) under option “F”, 
most of these unambiguous identifiers are optional and not mandatory requirements. Even 
under option F, only the fields to carry structured relevant identifiers are mandatory, but not 
their completion or population with any, let alone validated, data. 
 
The SWIFT handbook defines the following options for party identification which are relevant 
for the fields on the ordering and beneficiary customers: 
 

Option A: “Identifier code such as a BIC. Optionally, the account of the party.” (SWIFT, 
2022b, p. 56) 
Option F: “Name and address in a structured format to facilitate straight-through 
processing” (SWIFT, 2022b, p.61)  
Option K & Option No Letter: “Name and address of the party, with an optional 
account” (SWIFT, 2022b, pp. 56,66) 

 
As can be seen from the list above, and with more details in Table 6 below, options K and 
option “No Letter” are defined in the same way and have the same characteristics. Table 6 
offers a more detailed view of both relevant SWIFT messaging fields 50a and 59a, in both their 
MT103 and MT103 STP format. This table takes into account the syntax format SWIFT 
requires, and in the relevant minimum columns, the relevant network validated rules and the 
relevant usage rules. 
 

 
17 See usage rules, in: (SWIFT, 2022a, p. 323) 
18 (SWIFT, 2018, p. 11). For an example of a non-financial institution BIC, see e.g. BASF: 
https://www2.swift.com/bsl/details/BASFDE5L/   
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Table 6: Overview of ordering and beneficiary customer fields in MT103 and MT103 STP 

MT 103 STP

Format Examples Relevant Minimum Format Examples Relevant Minimum Relevant Minimum

[/34x]
:50A:/293456-

1254349-82

Account not required. If 

known, has to be 

included here.

[/34x]
:50A:/293456-1254349-

82

Account not required. If known, 

has to be included here.

Required. IBAN under certain 

conditions mandatory, and its 

validation.*

4!a2!a2!c[3!c] VISTUS31 Registered BIC. 4!a2!a2!c[3!c] VISTUS31

Registered BIC. Inclusion of 

either the name or the BIC is 

mandatory.

Registered non-financial BIC. 

1. Party 

Identifier
1. Account /34x :50F:/12345678 Required. [/34x] MISSING

Account not required. If known, 

has to be included here.

Required. IBAN under certain 

conditions mandatory, and its 

validation.*

2. 

Number/Na

me and 

Address

2. Number; 

3. Details
1!n/33x

1/SMITH JOHN

2/299, PARK 

AVENUE

3/US/NEW YORK, 

NY 10017

Inclusion of name line is 

mandatory. 

Inclusion of country and 

town line is mandatory.

4*(1!n/33x)

:59F:1/JOHN SIMONS

2/3658 WITMER ROAD

3/US/POUGHKEEPSIE, 

NEW YORK 12602

3/DUTCHESS

Inclusion of name line is 

mandatory. 

Inclusion of country and town 

line is mandatory. 

Inclusion of either the name or 

the BIC is mandatory.

Inclusion of name line is mandatory. 

Inclusion of country and town line is 

mandatory. 

Inclusion of either the name or the 

registered non-financial BIC is 

mandatory.

1. Party 

Identifier

1. Code; 

2. Country 

Code;

3. Identifier

4!a/2!a/27x

:50F:NIDN/DE/1212

31234342

ISO Code is mandatory.

Unique reference 

number and type of 

reference mandatory 

(eg national ID).

NA NA NA NA

2. 

Number/Na

me and 

Address

2. Number; 

3. Details
1!n/33x

1/MANN GEORG

3/DE/DUSSELDORF

6/DE/ABC 

BANK/1234578293

Inclusion of name line is 

mandatory. 

Inclusion of country and 

town line is mandatory.

NA NA NA NA

[/34x]
:50K:/BE625100075

47061
[/34x]

:59:/BE62510007547061

Not required.

Required. IBAN under certain 

conditions mandatory, and its 

validation.*

4*35x

JOHANN WILLEMS

RUE JOSEPH II, 19

1040 BRUSSELS

4*35x

JOHANN WILLEMS

RUE JOSEPH II, 19

1040 BRUSSELS

Inclusion of either the name or 

the BIC is mandatory.

Inclusion of either the name or the 

registered non-financial BIC is 

mandatory.

Account not required. 

But if account is absent, 

then Name and Address 

must not start with a 

slash '/'.2. Name and Address

50a: Ordering Customer (MT 103 & MT 103 STP)

"Square brackets, [ ], around the format of a particular subfield (in a field containing more than one subfield), indicate that the subfield is optional within that field."

59a: Beneficiary Customer

MT 103

Fields and subfields

*For payments where both the sender and receiver financial institutions are having BICs with country codes from the following list, the inclusion of the IBAN of the beneficiary customer is mandatory, and the validation of the IBAN

 format is mandatory, too: AD, AT, BE, BG, BV, CH, CY, CZ, DE, DK, EE, ES, FI, FR, GB, GF, GI, GP, GR, HR, HU, IE, IL, IS, IT, LI, LT, LU, LV, MC, MQ, MT, NL, NO, PL, PM, PT, RE, RO, SE, SI, SJ, SK, SM, TF, VA (SWIFT, 2022a, p. 299).

A

1. Account

2. Identifier Code

Options

F

F-a (line 

format 

differs)

F-b (line 

format 

differs)

K (50a) / 

no letter 

option 

(59a)

1. Account
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Unsurprisingly, in light of the “flexible” FATF and EU regulations that leave considerable room 
for discretion, the most salient weakness in the SWIFT messaging format structure from a 
viewpoint of countering illicit money flows, concerns the lack of a consistent, uniform and 
mandatory data structure with hard-wired, coded, and mandatory information to be included 
about both the ordering and the beneficiary customers (let alone the absence of any 
information on the beneficial owners). This problem is more pronounced in the MT103 format 
compared to the MT103 STP format. 
 
As for the beneficiaries of payments (59a), MT103 allows payments for a bank customer about 
whom neither its account number nor its name needs to be included in the message: under 
option A, it is possible to list only a financial institution BIC and dispense with a name (as long 
as the BIC is registered).19 The only minimum mandatory information that is required by 
SWIFT to be included in any valid message about the beneficiary is either its name or BIC. 
Because option A does not provide a name field, it is therefore implied that either the BIC has 
to be included in option A, or another option than option A has to be chosen (which in turn 
has a name field). In both other options, “F” and “No Letter”, at least either a name or a BIC 
has to be included as an identifier of the beneficiary.  
 
In MT103 STP, at least the account number plus the customer’s name or a legal entity 
identifier code (that is not a financial institution) has to be included across all options. Under 
MT103 STP, it is assured that a non-financial institution is named as a beneficiary of a 
payment. Both message types (MT103 and MT103 STP) require in their most structured 
format option (F) the inclusion of at least a line (field type) for the name and a line for the 
country and town of the customer. Yet, there is no explicit requirement to populate any of 
these fields (yet the name or BIC is mandatory for a valid message in any case, while the “No 
Letter” option does not preclude insertion of a BIC instead of a name in the name field/line).  
 
As for the ordering customers or payers or senders of money (field 50a), under option A and 
K, the inclusion of neither the account number nor of the name is mandatory. Under option 
K, neither account number nor name or any other identifier of the ordering customer has to 
be included. Under option A, only a financial institution BIC could be used as sole identifier of 
the customer ordering the payment.  
 
According to interviewee IV2, the option A may be used primarily for inter-bank end of day 
clearing transactions, that are high value transfers, but rather few in number.20 
 
This absence of strict rules to include minimum identifier information creates the possibility 
for abusing the SWIFT system for transfers of money on behalf of, or to, anonymous and 
unidentified customers. Banks may exchange information about the customer’s identity in a 

 
19 However, as one private sector interviewee highlighted (IV2), there are registered yet “unpublished” BICs that 
are not accessible to the public. This is confirmed by SWIFT on their website 
(https://www.swift.com/myswift/ordering/order-products-services/business-identifier-code-bic_).  
20 It is questionable why transfers between banks are undertaken with the same message types that are used 

for transactions between customers. There are potentially many other SWIFT message types dedicated to these 
situations. Therefore, it appears both unnecessary and problematic to dispense with any mandatory 
unambiguous identifiers of the ordering customers in message type. The MT103 STP format at least requires 
under option A the inclusion of a non-financial institution BIC as beneficiary of the payment. 
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hidden and entirely secretive manner through encoded, hidden communication. In such 
situations, even if law enforcement was able to search and seize the transaction records 
because of a suspicion, it may be impossible for law enforcement agents to follow the money 
because of the failure to identify the beneficiaries of the payments, let alone the beneficial 
owners behind the beneficiaries.  
 
This happened in the 1990s in Germany when banks engaged in fraudulent banking transfers 
with branches or subsidiaries in Luxembourg, Switzerland and Gibraltar, in order to shift 
abroad billions on behalf of their clients, who sought to evade newly introduced withholding 
taxes on banking deposit interest. To do this, banks established specific transfer, pipeline or 
tunnel accounts between domestic banking offices and related party banking offices abroad. 
Routinely, the bank would officially record a cash withdrawal of huge amounts to mislead 
regulators. The bank would then credit those sums covertly (anonymously or in the name of 
fictional account holders, such as “Helmut Kohl”) in the transfer account, where client’s assets 
were aggregated and then transferred en bloc abroad. Identifying the real beneficiaries of the 
transfers was only possible through codewords and bank internal software. In 1999, after 
three years of criminal investigations, only DM13.6bn of the total of DM19.4bn 
(approximately €10bn) of covert transfers by Commerzbank alone had been successfully 
attributed to clients21 (Abugre et al., 2019, pp. 67–68) (Meinzer, 2015, pp. 222–225). 
Presumably, the transfers between the banks that omitted the names of the customers were 
undertaken and messaged by using the SWIFT system.  
 

4.1.3. Relevant fields for red-flagging and analysis 
 
Out of all the mandatory and optional fields, the most relevant data points for proactive 
analysis to determine red-flagging may refer to: 
 
Basic checks 
 

• Sender & receiver financial institutions 
It may be relevant to check whether these banks are subject to any sanction list or 
mentioned in any criminal investigation, court case or media report as being involved in 
cases of money laundering or financial crime. The extraction of the bank’s BIC and/or its 
LEI could facilitate these basic checks. 

 

• Ordering & beneficiary customer 
It may be relevant to check whether these entities or individuals are subject to any 
sanction list or mentioned in any criminal investigation, court case or media report as 
being involved in cases of money laundering or financial crime. 

 

• Value and frequency of transaction 
By looking at outliers, starting with one off, high-value transactions and high frequency, 
but low or suspicious value (e.g. around reporting thresholds). 

 

 
21 This section is taken from the publication: (Abugre et al., 2019, pp. 67–68) and its source is: (Meinzer, 2015, 
pp. 222–225). 
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Geographic risk 
 

• The country of the sender and receiver financial institution, and of correspondent banks 
By identifying the jurisdiction of the sender and receiver financial institution of the 
message (i.e. in the message envelope fields), the geographic risks of the financial 
institutions involved can be ascertained, including by applying the secrecy scores of the 
Financial Secrecy Index (Tax Justice Network, 2022b). In addition, they could be checked 
against specific sub-indicators such as the Financial Secrecy Index’ indicators on banking 
secrecy (Tax Justice Network, 2022a) or, in case of transactions related to real estate or 
freeports, against specific risk scores tailored for TRACE. The advantage of this risk 
parameter is that the country of the sending and the receiving financial institution would 
be included almost by default in any message, even though it may not be an explicit 
requirement under SWIFT. This data would be part of the message envelope (sender, 
receiver). In addition, information on any intermediate or correspondent banks should be 
equally extracted and their geographic risk determined. 
 

• The country of the ordering and beneficiary customer 
By identifying the jurisdiction of the ordering and beneficiary customers, the geographic 
risks emanating from those account holding legal structures like shell companies, trustees 
or foundations, can be identified based on secrecy scores of the Financial Secrecy Index, 
or by using specific subcomponents, such as on company ownership transparency, as well 
as specifically TRACE-tailored risk scores applicable to transactions related to real estate 
or freeports. This data on the jurisdiction of the ordering and beneficiary customers may 
be omitted from some SWIFT messages, which itself should raise red flags. Even if it could 
be argued that this risk analysis should apply mainly or only in regard to legal vehicles, but 
not natural person customers, this boundary is often blurred. If nominees or trustees act 
on behalf of legal vehicles, their geographic location might often match that of the legal 
vehicle or in itself be a relevant risk marker as and if they operate from within places of 
high levels of financial secrecy. Thus, the jurisdiction of the customer’s address should be 
included as a risk parameter, too.  
 

• Discrepancies between countries of the financial institutions and customers 
Most commonly, a customer would open a bank account in her country of residence or 
registration (in case of a legal vehicle). If customers open bank accounts in other 
countries, it indicates a situation of heightened risk as using a foreign bank account usually 
involves more effort and costs, and thus raises questions for the reasons for doing so. 
Such risks could indicate a natural person using offshore bank accounts, or a natural 
person using shell companies abroad for banking domestically.  
 

• Ranking the riskiest transactions and stakeholders by weighted secrecy risk 
By combining the value of the transaction with the information about the secrecy and tax 
abuse opportunities offered by the partner jurisdiction, we can produce a risk score 
(called a vulnerability score in the Illicit Financial Flows Vulnerability Tracker (Tax Justice 
Network, 2020)) that balances the importance of the transactions (via their value) and its 
risk. This risk score is especially suitable for audit case selection as it provides a better 
understanding of the underlying risks across transactions and stakeholders. The 
vulnerability score is calculated as the weighted average (by transaction value) of the 
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secrecy scores (or their parts) of the partner jurisdictions. A similar approach was 
implemented by Gabanatlhong et al. (2022) using data on transactions by multinational 
corporations operating in Nigeria. 

 
Sophisticated checks 
 

• Finding the beneficial owner of the customers 
Although SWIFT messages do not have a field for the beneficial owner of the customer, it 
may be possible to find this data if the corporate customer is registered in any of the 
beneficial ownership registries. According to the Tax Justice Network (Harari et al., 2020), 
by 2020 more than 80 countries had laws requiring beneficial ownership information to 
be filed with a government authority. In the EU those registries must be public for legal 
vehicles (however, a customer may be a foreign company, e.g. from Panama, which is 
mostly not required to be registered in the EU beneficial ownership registries). 
 
With the details of the beneficial owner (the natural person who ultimately owns or 
controls an entity), it will be easier to check if they are mentioned in a sanction list or 
mentioned in criminal investigations or case law or media articles on money laundering 
or other financial crimes. In addition, it will be possible to check all the transactions that 
refer to a single beneficial owner who may be operating through many shell companies. 

 

• The timing, pattern, amounts and frequency of transactions 
The date and time of transactions may be suspicious in itself (e.g. if transactions are done 
on Fridays right before end of business day, given that some money laundering guidelines 
propose doing transactions when compliance officers are about to finish their work). The 
time, date and frequency of transactions may also reveal suspicious patterns. For 
example, if transactions are undertaken circularly (from and into accounts) around the 
end of year, or amounts are below relevant thresholds for preventive measures against 
money laundering, red-flags should be raised. Similarly, if money is shifted to different 
accounts in a short period of time, only to end up in one account (instead of directly 
transferring the money to that account). Finally, any high value transactions shortly after 
the opening of an account should be red-flagged. 

 
 

4.2. Other payment messaging systems: the Russian and Chinese systems  

 
As a result of threats to expel Russian financial institutions in 2014 after the invasion of 
Crimea, Russia developed its own messaging system called System for Transfer of Financial 
Messages (SPFS) as an alternative to SWIFT. The system benefited Russia in early 2022 when 
many Russian banks were expelled from the SWIFT network after the outbreak of war in 
Ukraine. Although it is not clear what the standard looks like, according to the Central Bank 
of Russia, the SPFS allows users to send SWIFT messages, messages in proprietary form and 
ISO 20022 messages (Bank of Russia, 2022). According to Reuters, 70 financial institutions 
from 12 countries have joined the SPFS network (Reuters Staff, 2022). In addition, Business 
Insider reported that, while Russia will no longer disclose the names of the institutions using 
its SPFS system, a report by CoFace (a French credit insurer) has mentioned that those 
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connected to the SPFS includes banks from Switzerland, Germany, France and Sweden (Tan, 
2022).  
 
Based on different articles, it appears that the Chinese CIPS was not necessarily meant to 
replace SWIFT but to promote Chinese currency (RMB) transactions. Schachtschneider (2019) 
suggests that as a means of increasing the RMB as an international reserve currency against 
the US dollar, China developed the CIPS to have a global RMB financial infrastructure. An 
article published in Euromoney agrees that “CIPS has opted not to go the extra step and create 
its own SWIFT-like messaging system, preferring to collaborate rather than compete” (Wilson, 
2022). According to an article published in The Diplomat, CIPS is a payment system that clears 
and settles domestic and cross-border RMB transactions, so it is more similar to the US 
Clearing House Interbank Payment System (CHIPS) rather than to SWIFT (Kuo, 2022).  
 
An overview of the CIPS standard can be downloaded from the CIPS website (Cross-Border 
Interbank Payment System, 2021), which also reports that as of March 2022, CIPS had 1304 
participants, including 169 from Europe, covering in total 104 countries and regions around 
the world (Cross-Border Interbank Payment System, 2022). 
 
While these other payment messaging systems have been developing, SWIFT is currently still 
the dominant and by far the most widely used system. That is why this paper focuses only on 
SWIFT. 
 

4.3. ISO 20022 

 
Starting in November 2022, the SWIFT MT103 may coexist and in the year 2025 eventually be 
replaced by ISO 20022 (The SWIFT Standards Team, 2020), which is the global open standard 
that was agreed by the financial industry to create consistent message standards across all 
business processes to solve challenges resulting from the use of these different syntaxes and 
semantics. As described by SWIFT, thanks to its structured and richer data elements, the ISO 
20022 should allow increased automation in transaction processing, reducing manual 
interventions, and improving visibility (SWIFT, n.d.-a). Importantly, it should provide more 
complete and accurate party data to enable more effective compliance with anti-money 
laundering processes. Figure 5 below gives an overview of how the most structured option of 
the originator field (50F) will look in ISO 20022.  
 
While some of the data will be available in a more structured way compared to the MT103, it 
remains to be researched if the options of MT103 with the least structure and least 
requirements (“No Letter” option or option K) will persist as options in ISO 20022, and what 
kind of network validated and use rules will be implemented.  
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Figure 5: Comparison of sections of SWIFT MT103 and ISO 20022 message structure 

 
Source: page 53 in https://www.swift.com/swift-resource/248681/download 

 
Another important observation is that ISO 20022 will allow a much broader set of characters 
in the message formats than SWIFT MT, including Chinese. SWIFT MT formats are more 
restrictive, and do not even support accents, for example (SWIFT, 2022b, pp. 20–21). 

5. Conclusion 
All available evidence about financial investigations by LEAs, including interviews with 
practitioners and survey responses presented in this study, point to two interrelated key 
obstacles for successful investigations. First, after suspicions have arisen and a formal 
investigation has been initiated, the starting and end points of cross border financial transfers 
can often not be established even if domestic banking records of suspects have been 
accessed. Second, subsequent enquiries to foreign counterparts about the starting and end 
points of transfers (i.e. bank account holders at foreign banks) are resulting too seldom in the 
necessary timely and meaningful support, (i.e. requests for assistance are not answered, or 
answered too late, e.g. according to interviewee IV1).  
 
Similarly, a key finding from the survey in this study is that the use of SWIFT data for both 
preventive analytics and for financial investigations, would be desirable albeit it is not yet a 
reality for the surveyed law enforcement agencies. This finding contrasts with the FATF travel 
rule, which foresees the accessibility of wire transfer messages to law enforcement agencies 
and recommends that certain minimum information about the identities of payers and 
payees must be included in those wire transfer messages. However, the question of why 
access to wire transfer messages by law enforcement agencies does not appear to be 
widespread in financial investigations in EU Member States deserves further research. 
 
The obstacles encountered by LEAs in finding out meaningful and timely details on the 
starting and/or end points of financial transfers could be more easily overcome with access 
to,  SWIFT messages in their original formats and in-depth expertise about their analysis (as 
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long as such access complies with data protection rules including data minimisation principle) 
.  
 
Beyond these challenges in accessing and analysing SWIFT data encountered by law 
enforcement agents, the following shortcomings in the current SWIFT data format have also 
been identified as a hindrance to countering IMFs. 
 
Challenges 
 

• Insufficient identification of customers 
In the SWIFT data format, not even the name of a customer is always required to be 
included in a message. In other words, the FATF rules that require at least the names of 
ordering and beneficiary customers to be always included in a message, are not hard-
wired into the SWIFT message formats. In most formats, only the name of the beneficiary 
or its BIC, but not of the ordering customer, has to be included. But even in those cases 
when a name is required about the payee (or its BIC), an address line containing the 
country and town is the only other relevant mandatory data field. However, it could be 
left empty. These minimum identity criteria of ordering and especially beneficiary 
customers facilitate the abuse of the SWIFT system for illicit money flows. In practice, 
however, many - if not most banks - will have internal safeguards and checks for ensuring 
broader data provision in line with applicable laws and regulations (e.g. WTR, the FATF 
travel rule). This, however, can vary very widely depending on the banks engaging in the 
transactions, and their jurisdictions. 
 

• Unstructured data, including on customers 
The various options on the structure of the data in the fields of the ordering and 
beneficiary customer, and the free text options among them, hampers automated 
processing and matching, thus disabling effective sanctions monitoring, for example by 
allowing different ways of typing an address such that it will not be identified as referring 
to the same location (e.g. “22 Sunset Blv” versus “Twenty-two Sunset Boulevard”). 
 
 

• No verification for accuracy of data  
There are no checks in the SWIFT system of any customer identification fields except for 
correct syntax to allow processing by the system. If bank clerks fill out SWIFT message 
fields with mistakes (e.g. wrong name or address), those mistakes would not be identified 
by the SWIFT system. It is uncertain to what extent banks undertake any checks or 
validation exercises inhouse before processing SWIFT messages (incoming and outgoing). 
In any case, this is likely to vary greatly between the banks engaging in transactions, and 
their jurisdictions. 

 
Recommendations 
 
These challenges in the SWIFT data format should be urgently addressed going forward, 
including by and through: the successor standard to SWIFT MT messages, ISO 20022; the 
revision of the FATF travel rule; and the recast of the WTR: 
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• FATF, the WTR, and SWIFT should require the mandatory inclusion of beneficial 
ownership data in transaction records. Given that all banks already collect beneficial 
ownership data pursuant to the customer due diligence requirements and, in the case of 
non-residents, for the purposes of automatic exchange of bank account information, 
SWIFT (and other FATF compliant financial) messages should require financial institutions 
to also add all of the beneficial owners’ data about their customers. The message should 
also contain a field with the “number of beneficial owners”. This could become a red-flag 
in itself (e.g. accounts that make transactions and that appear to have 10 or more 
beneficial owners).  

 

• FATF should amend its wire transfer Recommendation 16 to not allow the execution of 
any wire transfers if the identification and verification of the bank’s customers and their 
beneficial owners has not been fully completed yet. Inclusion of data on beneficial owners 
of both the originator and beneficiary should be made mandatory, after a transition 
period of 2-5 years, to allow the adjustment of IT systems. That data should comprise, as 
a minimum, the date and place of birth (in case of an individual), or a valid and updated 
legal entity identifier (in case of a legal vehicle). 
 

• The EU should remove any ambiguity that has been introduced in the recast of the WTR 
about the necessity of including multiple identifiers on payers and payees (see footnote 2 
above). In the same regulation’s recast, its preamble should explicitly require that LEAs 
should be given direct access to original wire transfer messages as a matter of course 
during criminal investigations in the area of financial crime (after the due legal process for 
accessing banking information has been met). In addition, the regulation’s recast should 
clarify that the crediting of customer accounts and execution of customer transfers should 
always be allowed only after the verification of both the customer and all of their 
beneficial owners has been entirely completed. Inclusion of data on beneficial owners of 
both the payee and payer should be made mandatory after a transition period. That data 
should comprise as a minimum the date and place of birth (in case of an individual), or a 
valid and updated legal entity identifier (in case of a legal vehicle). 

 

• SWIFT should hard code basic data requirements on the ordering and beneficiary 
customers into their message standards. SWIFT should ensure that its messages and 
future successor formats include as a minimum requirement on both the ordering and the 
beneficiary customers, the full names, and the date and place of birth (in case of an 
individual), or a valid and updated legal entity identifier number (in case of a legal vehicle). 
Financial institutions should not be allowed to be eligible as ordering or beneficiary 
customers in those very data formats that are used for transfers on behalf of non-bank 
customers of the banks.  
 

• SWIFT should ensure that its messages and future successor formats only allow 
structured data in message fields, especially regarding ordering and beneficiary 
customers and beneficial owners. All detail fields (e.g. for inclusion of date of birth, place 
of birth, address, etc.) should be provided in a structured standardised format to ensure 
easy processing, checking and red-flagging for both internal compliance and law 
enforcement purposes.  
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• SWIFT should develop and monitor a data validation standard by all banks using SWIFT. 
This validation should require banks to ensure that all mandatory fields must be 
completed and all data fields are automatically matched (or pre-filled) by a bank’s system 
to ensure that the account number, all details about a customer and account holder 
(name, birthdate/place, address, etc.) exactly match the bank’s records.  

 

• Centralise data on all transactions in a jurisdiction through a domestic institution. SWIFT 
financial messaging data of all a country’s banks is currently not centralised or collected 
by any supervisory institution. Given the threat posed by serious financial crime, including 
organised crime, grand corruption and money laundering networks, and the central role 
transaction level analyses play in uncovering those crimes, a national agency such as an 
FIU or central bank should be given authority to access all transaction messages for 
preventing and investigating specific serious crimes, in order to enable advanced analytics 
and red flagging. Ways to include information on transactions in crypto-assets and other 
non-conventional methods of transferring money (eg through the hawala system) should 
be explored. 
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Annex 
 

Expert interviews 

Interviewee 
number/code 

Type of institution Name Date(s) of interviews 

IV1 Public sector law 
enforcement 

Omitted  From 18 Sep 2022 

IV2  Private sector finance  Omitted From 9 Sep 2022 
IV3 Private sector finance Omitted From 12 Sep 2022 

 
 

Survey questionnaire 

Survey on access and analysis of bulk information on 
payments & access to information on securities 

Authority:* 
 

  

 

Country * 
 

  

 

Name and Surname:  
 

  

 

Email:  
 

  

 

What messaging systems are used in your jurisdiction (e.g. SWIFT MT101, MT202, MT103, 
CIPS (Chinese), SPFS (Russian)), for the following types of payments? 
 
For the types of transactions listed below (a) – (f), please name each of the standards 
used for communication on transfers.  
 

 Standard of communication for transfers used for this type of 
payment (eg SWIFT MT101, MT202, MT103, etc) 

 
a) International bank transfers outside 
the EU 

   
 

 
b) International bank transfers within 
the EU in Euro 
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 Standard of communication for transfers used for this type of 
payment (eg SWIFT MT101, MT202, MT103, etc) 

 
c) International bank transfers within 
the EU in currency different from Euro 

  
 

 
d) Intra-bank or intra-group payments 
(both national or international, including 
with EEA countries) 

  
 

 
e) National bank transfers 

  
 

 
f) National and international non-bank 
transfers (eg Hawala system, Western 
Union) 

  
 

 

Do you have access to information in bulk (e.g. absolutely all records or regarding all 
customers) for any of the types of transactions listed above (e.g. international bank 
transfers)?  
 

 

Yes 

 

No 

 
Comments: If Yes, please specify which types of payments you have access to in bulk 

FREEFORM COMMENT FIELD 

In such case, who provides the bulk data? (e.g. each local financial institution, SWIFT, etc)  
 

FREEFORM COMMENT FIELD 

If there is access to information in bulk, how does access to information take place (e.g. 
full unrestricted access, access regarding an investigated/suspected customer, only free 
search of specific fields, access to data based on "exact match" searches, only bulk data 
authorised by a court order, etc.)?  
 

FREEFORM COMMENT FIELD 

Which authorities have access to this bulk data (e.g. the Central Bank, the FIU, etc)?  
 

FREEFORM COMMENT FIELD 

What is the frequency or requirements to obtain the bulk data (e.g. automatically every 
month, only upon request, after judicial approval is obtained, other)?  
 

FREEFORM COMMENT FIELD 

What information is contained in the bulk data that you have access to (e.g. customer’s 
legal ownership name, address, date of birth, value of transaction, currency, date, number 
of messages sent, etc)?  
 

FREEFORM COMMENT FIELD 

For the case of access to information in bulk, does this refer to payments:  
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 Yes No 

Where a local financial institution is the originator or recipient of a payment? 
  

 
Where a local financial institution is a correspondent that merely roots 
payments between two foreign financial institutions? 

  

 
Other (please specify): 

FREEFORM COMMENT FIELD 

Are you able to access information on payments/transfers regarding other EU financial 
institutions from the corresponding foreign authority, e.g. the FIU?  
 

 

Yes 

 

No 

What is the process to obtain information?  
 

FREEFORM COMMENT FIELD 

How long does it take to access information?  
 

FREEFORM COMMENT FIELD 

Are you able to access bulk data or only restricted data, e.g. data referring to a single 
person or entity, data mentioned in a court order, etc?  
 

FREEFORM COMMENT FIELD 

Do you use bulk data (or in case you don't have access - would you be interested in using 
bulk data) on bank transfers or payments for your investigations?  
 

 

Yes, we use it 

 

Yes, while we don't have access, we would be interested in using it 

 

No 

If you have used bulk data, what has proven to be the best lesson on using bulk data for 
your investigations?  
 

FREEFORM COMMENT FIELD 

If you have used bulk data for your investigations, what challenges have you faced (e.g. 
lack of sufficient identity information, transactions going abroad and not being able to 
obtain the subsequent recipient of the funds, etc) ?  
 

FREEFORM COMMENT FIELD 

Do you use (or if you don't have access- would you be interested in using) bulk data on 
bank transfers or payments reactively (e.g. you are investigating John and you ask for all 
transactions involving John) or preventively (e.g. run statistics on bulk information to 
detect outliers before any suspicions had arisen)?  
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Reactively 

 

Preventively 

 

Both 

 

None 

Has your country already established the centralised database of payments and bank 
accounts required by Art. 32a of the EU Anti-Money Laundering Directive (AMLD)?  
 

 

Yes 

 

No 

Do competent authorities have direct access to all or to part of the information required 
by Art. 32a of the AMLD (e.g. name and identification number of the customer, name and 
identification number of the beneficial owner, IBAN number of the bank account and the 
date of opening/closing)?  
 

 

Yes, to all 

 

Yes, but only to part of the information 

 

No 

 
If there is access to part of the information, please specify what data is available: 

FREEFORM COMMENT FIELD 

Does the centralised database contain additional information other than the basic data 
mentioned by Art. 32a of the AMLD?  
 

 

Yes 

 

No 

 
If Yes, please specify which other data is available in the centralised database: 

FREEFORM COMMENT FIELD 

Which new policies do you think would facilitate your work and investigations to detect 
and prosecute money laundering?  
 
 Yes No 
a) Having access to bulk information on transactions involving all of your 
countries’ financial institutions in one central place   

 
b) Having access to information on transactions from abroad, e.g. transactions 
between two foreign countries that started or ended or involved a local financial 
institution or resident person (e.g. SWIFT sharing all information with the FIU or 
with the Central Bank or a foreign FIU sharing the information) 

  

 
c) Collecting information of transactions at the level of the beneficial owner (not 
just the legal owner/account holder) 

  

 
d) Requiring banks to improve their AML checks, e.g. by running analysis on 
their whole customer-base (not just doing a CDD/KYC taking each customer in 
isolation) 
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 Yes No 
 
e) Improving the Suspicious Transaction Reports   

 
Other ideas (please specify): 

FREEFORM COMMENT FIELD 

For your investigations that involve investment funds or securities, do you ever need to 
identify the end-investor who may be partially benefitting from the investments?  
 

 

Yes, we sometimes need information about the end investor 

 

No, other information (e.g. on the investment fund manager) is usually sufficient 

 
If Yes, what details of the end investor are you interested in (e.g. the bank they use, the 
securities they hold, etc)? 

FREEFORM COMMENT FIELD 

Do you have access to information on the participants mentioned above? (e.g. John- the 
beneficial owner; Company A; the end-investor; Bank 1; Investment funds Y and X; and 
the underlying securities (e.g. shares of Apple))?  
 

 

Yes, to all 

 

Yes, but only to some of them (please specify in the comment box below) 

 

We don't have access/never ask for this information 

 
Comments: 

FREEFORM COMMENT FIELD 

Do you use the information reactively (e.g. you are investigating John and you ask for all 
securities held by John) or preventively (e.g. run statistics on bulk information on 
securities to detect outliers before any suspicions had arisen)?  
 

 

Reactively 

 

Preventively 

 

Both 

 

None/we don't use this information 

Which are the main sources for information on securities/investment funds (e.g. 
requesting information held directly from banks or investment funds, the stock exchange, 
the central securities depository, information held by the financial regulator, SWIFT, etc)?  
 

FREEFORM COMMENT FIELD 

What challenges have you faced in accessing information on securities or investment 
funds (e.g. lack of sufficient identity information, information spread among too many 
industry participants, no framework to obtain information, etc)?  
 

FREEFORM COMMENT FIELD 

What new policies do you think would facilitate your work and investigations to detect 
and prosecute money laundering involving securities?  
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 Yes No 

a) Having access to centralised information on the end-investor of each security 
  

 
b) Having information on the beneficial owner (natural person) of the end-
investor 

  

 
c) Prohibiting omnibus accounts   

d) Requiring investment funds to do their AML checks and to be able to disclose 
the identity of their customer up to the end-investor’s beneficial owner   

 
Other ideas (please specify): 

FREEFORM COMMENT FIELD 
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